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1 INTRODUCTION & DESIGN

In clouds, virtual switch (vSwitch) is in charge of packet forwarding
between virtual machines (VMs). However, kernel-based vSwitches
show throughput degradation for intensive packet processing; this
becomes a bottleneck for the network performance of clouds. DPDK-
based vSwitch (DPDK vSwitch) [1] has been developed to resolve
the performance problem. Although it exhibits high throughput,
DPDK vSwitch has two weak points. First, it consumes excessive
memory. DPDK vSwitch uses huge page to reduce the number of
memory operations, and this design causes high memory consump-
tion even when the traffic is low. According to [2], memory deter-
mines the available number of VMs per single physical server. Thus,
saving the memory decreases the capital expenditure of clouds. Sec-
ond, security is another concern of the DPDK vSwitch, because its
data plane is exposed to user space with the shared memory [3].
Therefore, the isolation of packets across VMs cannot be guaran-
teed. To overcome the excessive memory use and security concern,
we propose a new kernel-level vSwitch (KVS) based on Linux. KVS
do not use huge page nor bypass kernel stack. Instead, KVS applies
the following key ideas to enhance the throughput.

Single SKB: Linux networking stack uses socket buffer (SKB) for
packet processing, but the allocation of SKB is done per packet,
which leads to high overhead in heavy traffic. SKB pre-allocation is
a well-known optimization technique that allocates the multiple
SKBs and data buffers in advance [3]. However, the Linux processes
the incoming packets with only one instance of SoftIRQ handler
per core at a time. Thus, when traffic comes at high speed, multiple
SKBs cause unnecessary cache misses. To optimize the problem, we
propose “single SKB” — that allocates just one dedicated SKB per
core and reuses the one SKB for multiple data buffers of each core.
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High-Performance EMC: Although the single SKB improves per-
packet processing, vSwitch itself incurs overheads for packet for-
warding. Most vSwitches use an exact match cache (EMC) [4],
which consists of flow entries, to forward packets. Our profiling
results for Open vSwitch (OVS) with single SKB show that “flow
rule lookup” takes the most CPU cycles (14.34%). The main over-
head for “flow rule lookup” we found is that vSwitch calculates the
hash of each packet when it looks up the flow rule. So we propose a
new “high-performance EMC” that uses RSS-hash-based indexing
between the packet and flow rule. Specifically, when a flow rule is
inserted, we implement the Toeplitz hash algorithm [5] to generate
the RSS hash for the flow rule. When a packet looks up the flow
rules, KVS utilizes RSS hash in the packet. Note that RSS hash is
calculated in NIC hardware. Therefore, KVS saves CPU cycles by
using RSS hash to look up the flow rule.

2 EVALUATION & CONCLUSION

We implement KVS based on OVS and deploy KVS on a server
with an Intel Xeon E5-2630 V2 @ 2.60GHz, 48 GB memory, and a
dual-port Intel 82599EB 10GbE NIC. We measure forwarding rate
for 64B packets while generating network traffic at line rate on
another machine connected via a 10 GbE link. The average number
of last-level cache (LLC) misses per packet of the single SKB scheme
is 0.55, while that of the pre-allocation scheme is 0.93. For memory
usage, the KVS uses 645 MB of the memory per core, but the DPDK
OVS consumes 1012 MB. In other words, KVS saves up to 36.3%
of memory usage compared to DPDK OVS. On a single core, the
throughput of KVS is 2.68 Gbps, which is 407% and 63.5% of the
throughputs of Linux OVS (0.65 Gbps) and DPDK OVS (4.2 Gbps),
respectively. Even though this throughput is lower than that of
DPDK vSwitch, KVS is useful considering that memory is a critical
resource in clouds [4]. In future, we plan to apply kernel based
network optimization techniques on other network functions.
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