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ABSTRACT

In this paper, we propose CLEO, which is a machine learning ap-
proach to equal-cost multipath routing (ECMP) schemes to dis-
tribute and balance traffic. ECMP-based traffic load-balancing is
widely practiced by datacenters, but hash collision resulting from
skewed ECMP hashing makes it difficult to achieve the desired
throughputs over paths. Various solutions have been proposed to
overcome the performance degradation caused by hash collision,
but most of these solutions require modifying packet headers or
replacing switches. To solve this problem, CLEO builds a neural-
network model that characterizes the ECMP scheme of a switch.
The proof-of-concept evaluation shows that CLEO improves the
root mean square error fourfold between the desired and real path
throughputs.

CCS CONCEPTS

» Networks — Data path algorithms; Network management; Net-
work performance analysis.
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1 INTRODUCTION

Most datacenter network topologies are symmetric such that multi-
paths exist between any two hosts. All paths are assumed to have an
equal cost in terms of packet forwarding [6]. Based on this assump-
tion, most datacenters use a traffic load-balancing (LB) technique
that distributes traffic on multipaths to enhance link utilization and
network throughput. The most popular LB is equal-cost multipath
routing (ECMP), which uses packet header hashing. Figure 1 depicts
ECMP, which consists of two primary processes: 1) hashing and 2)
path selection.

ECMP hashes the given packet header fields such as five-tuples
of the header (one key per flow). With the generated hash key, the
path selection process checks candidate paths that are provided by
the routing element, such as routing protocols within a switch or
external controllers in software-defined networking. ECMP then
selects one path in a round-robin manner or by statically mapping
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Figure 1: ECMP mechanism and previous approaches to
solve ECMP hash collisions.

the hash keys and paths. ECMP also works with switches that
receive a path ratio [7]. The path ratio is given for a switch to
achieve a “desired” throughput for paths from the LB perspective.
For example, if three paths receive a 1:2:3 ratio, then the switch
transmits 1/6, 2/6, and 3/6 traffic to the paths, respectively. The path
selection process of ECMP then follows the ratio over three paths.
ECMP is efficient in distributing traffic with O(1) time complexity
because it is based on hashing. However, it has a critical problem:
hash collision during the hashing process. Hash collision occurs if
the packet header fields do not generate evenly distributed keys.
When the generated keys are not evenly distributed, the path selec-
tion process cannot follow the path ratio accurately. This means
that even though ECMP follows the path ratio to distribute the
traffic, it cannot achieve the desired throughput for paths.
Furthermore, although ECMP is supported by various switches
in datacenters, ECMP schemes are different at various switches
because ECMP has no standard implementation. For example, the
packet header fields to be hashed are different: five fields (source,
destination IP addresses, IP protocol field, source, and destination
port) [7], six fields (in which an ingress port is added to the pre-
vious five fields) [1], and nine fields (source, destination Ethernet
addresses, etherType, VLAN ID, source, destination IP addresses,
IP protocol, source, and destination port) [2]. In addition, the path
selection process with the path ratio differs depending on the
switch (e.g., multiplying the path ratio over the hashed key [2]
and weighted round-robin selection considering the path ratio [1]).
It is widely acknowledged that realizing the desired path output us-
ing ECMP is challenging. Although various solutions (e.g., MPTCP
[5], CLOVE [4], and CONGA [3]) have been proposed, they require
modifications to packet headers or the replacement of switches.
As an alternative, this paper proposes CLEO, which learns the
characteristics of an ECMP scheme. CLEO trains a neural-network
model based on the traffic set and path output from the switch.
When training is complete, the model outputs a path ratio that
can realize the desired path output. CLEO builds its model for a
specific switch so that it can be applied to different ECMP schemes
through training. Regarding the accuracy of the real path output
over the desired path output, our evaluation results show that CLEO
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Figure 2: Path output differences.
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increases accuracy by four times as much as that of the ECMP that
follows the path ratio statically.

2 MOTIVATION

We conduct experiments based on Open vSwitch that implements
ECMP. We create a topology composed of two hosts and two paths
between them. The experiments consist of 200 runs, where each run
creates 20 TCP connections. The throughput of the individual con-
nection is randomly chosen between 10 and 100 Mbps with iperf3,
and the path ratio for the two paths (r1 : r2) is given randomly (r1
and r2 between 0 and 10). Assuming that the total throughput of 20
connections is 2,000 Mbps and that the path ratio of the two paths
statically calculated is 1:4, the desired path output of the first and
second paths would be 400 and 1,600 Mbps, respectively.

To view the path output in the network (real path output), we
generate similar traffic and set the path ratio to Open vSwitch.
Figure 2 illustrates the path outputs measured for 200 runs per path.
The x-axis represents the individual run, and the y-axis shows the
desired path output (in gray) and real path output (in black). We
consider each run a “success” if the difference between the desired
and real path output is less than 5% of the desired path output. The
results show that only 36% of 200 runs are successful. We find that
skewed keys are the main cause of the results.

3 DESIGN AND EVALUATION

Figure 3 depicts the CLEO model. The model takes a traffic set
and desired path output pair as its inputs and then predicts a path
ratio to realize the desired path output pair. To build the model, we
conduct two steps: 1) sample data generation and 2) model training.

First, CLEO generates a sample dataset (D) for use in model
creation as follows. 10K data (D= {d1, da, . . ., d10,000}) are generated
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by running iperf3 with the same switch (Open vSwitch) and a
topology as described in the previous section. d; consists of a traffic
set (T={t1, t, ..., t20}), path ratio (R= {r1 : r2}), and path output
pair (O= {01, 02}). For example, we get path output pair as 50 and
150 Mbps when each network connection is 10 Mbps and the path
ratio to the Open vSwitch is 1:2.

To generate sample data (d;), CLEO randomly selects the values
of T between 10 and 100 Mbps and R between 0 and 10. The reason
for this random selection is that each d; is processed by ECMP
independently, which can be considered as i.i.d. The selected T and
R are entered into the Open vSwitch and O is measured.

Next, 7K of 10K sample data are used to train the CLEO model.
The model is built as a multiclass neural network that formulates
this problem as a multinomial classification problem. During train-
ing, we feed a traffic set (T) and path output pair (O) as input, and a
path ratio (R) is used as the label for the T and O. Then, the CLEO
model is iteratively updated to generate the predicted R (Rp) for
the given T and O. It calculates the loss between R, and label R
using cross entropy and updates the model to reduce the loss.

Second, to evaluate the accuracy of the CLEO model, CLEO uses
the remaining 3K data from the randomly generated traffic set. The
evaluation is conducted as follows. We first feed T and O into the
CLEO model and get Rp,. The R, is the predicted value from the
CLEO model that satisfies the O for the T. Next, CLEO sets the T
and R, on the Open vSwitch. Then, a real path output pair (O;)
is measured. For 3K data, we perform this process repeatedly and
calculate the root mean square error (RMSE) between O and O,.

Figure 4 shows the RMSEs for the ECMP that follows the path
ratio statically (static path ratio) and CLEO. Note that the traffic set
and desired path output of each run are the same in Figure 4, but
the real path output is measured both by the static path ratio and
CLEO. Results show that CLEO reduces the RMSE by 75% (fourfold
improvement).

4 CONCLUSION AND FUTURE WORK

In this paper, we present the initial design and proof-of-concept
for CLEO, a machine learning-based ECMP. The evaluation results
show that CLEO improves accuracy up to four times. Because CLEO
does not modify packet headers nor replace switch hardware, CLEO
can be used for various ECMP switches and dynamic traffic. In the
future, we plan to enhance the accuracy of CLEO by applying a
sophisticated machine learning model, extending the input data,
and tuning the model parameters. We will also apply CLEO to more
complex networks with a greater number of paths.
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