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ABSTRACT

In this paper, we propose AggFlow, a new address vir-
tualization scheme for high scalability and resource effi-
ciency. AggFlow is intended to provide complete ad-
dress virtualization while incurring low overhead for
physical switches and the control channel. To reduce
overhead of address virtualization, we propose mapping-
less address virtualization. We additionally introduce

hop-by-hop-based forwarding, which aggregates flow rules

installed in physical switches. This leads to efficient use
of ternary content addressable memory and bandwidth
of the control channel. Our evaluation using Mininet
with simple linear and tree topologies, the flow table
size of the core switch is reduced up to 1/16 for both
topologies, and the control channel traffic decreases by
51% and 29% respectively. Furthermore, we measure
the overhead incurred from AggFlow. Compared to
OpenVirteX, AggFlow increases control plane delay by
0.1 ms, only 0.4% increase of CPU usage, and no change
of throughput for UDP traffic.

Keywords

Network Virtualization; Software Defined Networking;
Address virtualization

1. INTRODUCTION

Virtualization is a technique that enables the sharing
of physical resources among multiple users. It thereby
ensures isolation among virtualized entities. To date,
virtualization has been widely studied, especially for
computing resources, such as the CPU, memory, and
storage. Virtualization technology has significantly ad-
vanced in recent years, which enables many types of
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new services. Network virtualization is used to create
multiple virtual networks within a single physical net-
work. To date, most research for network virtualization
is performed based on tunneling techniques [4, 7]. How-
ever, tunneling incurs the packet processing overhead to
encapsulate and de-capsulate packets. In addition, net-
work managers cannot control their own virtual network
topology or policy with tunneling because parts of the
existing network cannot be respectively configured for
each virtual network.

These drawbacks are due to the native characteristic
of the existing network; that is, elements in the existing
network are controlled in a distributed way. Therefore,
abstracting each network element is difficult. Fortu-
nately, use of software defined networking (SDN) [8] en-
ables it by centralizing control of network resources with
a global view of network states. Proxy-type network hy-
pervisors [1, 3, 10] have been proposed to provide topol-
ogy, address, and policy abstractions that leverage SDN
benefits. In data center, where multiple tenants exist,
each tenant requires its own network topology and poli-
cies. By using network virtualization with SDN, clouds
can provide a dynamic configuration of each tenant’s
network, similar to cloud resources.

However, in applying technologies in actual practice,
previous works have shown limitations. In OpenVirteX
(OVX) [1], each IP address of hosts is mapped to the
address of the physical network in a one-to-one manner.
In the case of FlowN [3], it uses virtual local area net-
work (VLAN) to contain tenant identifier (TID). Both
have limitations in scalability and resource utilization.
They install all flow rules of tenants without checking
duplicate flow rules, which decreases resource efficiency.
Thus, ternary content addressable memory (TCAM),
which consists of flow tables in a physical switch, ex-
hausts rapidly. TCAM is expensive and limited in terms
of physical space and power [9]; it is significant overhead
for network virtualization. Furthermore, whenever a
new flow of a virtual network is generated, control mes-
sages are sent to physical switches, such as ‘PacketIn’,
which requests a new flow rule, and ‘FlowMod’, which
is a reply for PacketIn. Thus, as the number of virtual
networks increases, a larger number of control messages
are generated, which is not efficient for use of a control



channel. Because control channels, the channel between
the control plane and data plane, is critical in SDN, ef-
ficient control channel usage is important for accurate
and fast network management.

In this paper, we present a new address virtualization
scheme, AggFlow, to increase scalability and improve
resource efficiency. To improve scalability, we introduce
mapping-less address virtualization, which enables vir-
tual networks to manage a large number of hosts re-
gardless of the network size while incurring low latency
for packet processing. To improve resource efficiency,
we propose flow rule aggregation using hop-by-hop for-
warding. This paper is organized as follows. Section
2 explains our motivation. The mapping-less address
virtualization and flow rule aggregation of AggFlow are
presented in Section 3. Our evaluation results are in
Section 4 and this paper concludes in Section 5.

2. MOTIVATION

In network virtualization with SDN, a network hy-
pervisor receives flow rules from tenants with virtual
addresses. A virtual address is a pair of source and des-
tination addresses in the form of MAC or IP addresses.
To forward a packet in a virtual network, address virtu-
alization (e.g., address translation) in the network hy-
pervisor is essential because each virtual network has
a different address space. For address virtualization,
VLAN-based technique [3] and one-to-one address map-
ping [1] have been proposed. The VLAN-based tech-
nique uses tunneling, which wraps packets with VLAN
headers that contain a TID in VLAN ID fields. It
is used to forward packets in heterogeneous networks.
The one-to-one address mapping divides the physical
address space and allocate the each division to virtual
networks. In OpenVirteX, the eight bits of IPv4 ad-
dress is used to identify the tenant. Then, each virtual
IP is mapped on a physical IP in one-to-one manner
and ingress edge switches rewrite virtual address, and
egress switches reinstate the original address.

The VLAN-based technique and one-to-one address
mapping both successfully virtualize network addresses.
However, they have limitations in terms of scalability
and resource efficiency. In terms of scalability, the ID
field of VLAN is only 12 bits, which means that only
4,096 tenants can be identified. Also, one-to-one ad-
dress mapping in OVX uses eight bits to identify ten-
ants. So both are not scalable. In terms of resource
efficiency, both methods require a considerable amount
of network resources because all virtual flow rules are
installed in the physical network with a one-to-one man-
ner. For example, all flow rules generated by a ten-
ant are installed in physical switches, which requires an
immense amount of TCAM entries as the number of
virtual network increases. Furthermore, the flow rules
installed in the physical switches cannot be aggregated
because each rule contains matching fields up to end-to-
end identifying fields. And this leads to generating re-

Tenant 1 Tenant 2
Controller Controller
Packetin FlowMod
Network AggF|oW
Hypervisor | £ Hop-by-hop forwarder
Addrgss 3 _{ Physical rule }W.{ Physical rule }
supervisor r" creation installation
FlowMod
Packetin
Physical Network
Figure 1: AggFlow design.

TID Virtual MAC Virtual IP | MAC of connected switch
1 01:00:00:00:00:01 | 192.168.10.1 A0:00:00:00:00:01
2 01:00:00:00:00:02 | 192.168.10.3 A0:00:00:00:00:01
2 01:00:00:00:00:03 | 192.168.10.2 A0:00:00:00:00:03
1 01:00:00:00:00:03 | 192.168.10.2 A0:00:00:00:00:02

Figure 2: Table of Address supervisor.

dundant control traffic for requesting and creating rules,
and so the bandwidth of the control channel increases.

3. DESIGN

In this section, we outline the design of AggFlow,
which is intended to improve the scalability and re-
source efficiency of network address virtualization. First,
we present its overall design. We then detail mapping-
less address virtualization for high scalability and hop-
by-hop forwarding to minimize the TCAM usage and
network bandwidth of the control channel.

3.1 AggFlow Structure

As shown in Figure 1, AggFlow consists of Address
supervisor and Hop-by-hop forwarder. Address super-
visor contains the address information of each host and
provides information for enabling virtualization with-
out address mapping (will be explained in Section 3.2).
Hop-by-hop forwarder is used for translating a virtual
rule into a physical rule based on hop-by-hop forward-
ing. It decreases the control channel traffic by checking
the duplicate rules (details will be covered in 3.3).

As Figure 1 indicates, when a PacketIn message—a
request for a new rule—arrives at a network hypervisor,
Address supervisor receives the message and updates
the table in Figure 2. And Address supervisor delivers
it to the tenant controller. Then, the tenant controller
sends the FlowMod message, which is a reply to the
PacketIn message. After receiving the message, Hop-
by-hop forwarder devirtualizes the address and installs
the reconfigured rule to the switch.

3.2 Mapping-less Address Virtualization

The key of network virtualization is how to manage
physical addresses and virtual addresses. If we allo-
cate each virtual network address space with division
of physical address space, as was done in previous re-
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Figure 3: Resolution of overlapping addresses.

search, each virtual network address space cannot guar-
antee the full size of the address space (2% for MAC
and 232 for IPv4). Furthermore, one-to-one mapping
causes all virtual flow rules to be installed in physical
switches, which means that the flow rule entries increase
as the number of hosts increases. Therefore, AggFlow
dynamically aggregates flow rules, rather than allocat-
ing physical addresses for virtual addresses in OVX.

Figure 2 shows the structure maintained by Address
supervisor. It contains the TID, each host’s MAC ad-
dress, virtual IP address and MAC address of the con-
nected edge switch. With this table, AggFlow reinstate
the translated packet addresses into virtual addresses
at egress switches.

The information for the table is collected as follows.
When a virtual network is created, information on the
hosts and the tenant where each host belongs is pro-
vided to network hypervisor (typically by network man-
ager). Then, when a host sends packets that belong to a
new flow, the edge switch receiving the first packet sends
PacketIn to the network hypervisor. The message con-
tains requests of flow rules and the first packet’s header
or entire packet. With that information, the Address
supervisor updates the ‘Virtual IP’ field and ‘MAC of
connected switch’ field. Because the IP address of hosts
and connected edge switch vary, the Address supervisor
updates the table with PacketIn.

To deliver packets to the destination, the minimum
information that a packet should have is the location
of its destination, which is the destination IP address.
However, in a virtualized environment, the IP addresses
can overlap across virtual networks. Thus, a packet
should contain a TID to classify the packets of each ten-
ant. It can be implemented using tunneling. However,
tunneling without hardware offloading significantly in-
creases the packet processing delay [5]. Moreover, Open-
Flow, a de facto standard southbound interface, does
not provide flexible tunneling actions; it only supports
VLAN and multiprotocol label switching (MPLS).

To reduce the packet processing overhead, AggFlow
borrows the idea of ‘set’ action from OpenFlow. OVX
also uses ‘set’ action but in a different way — to translate
virtual IP to physical IP address in one-to-one mapping.
However, AggFlow does not use mapping at all — it put
TID into the source MAC field at the ingress switch,
as shown in Figure 3. This is mapping-less virtualiza-
tion. In the packet processing, switches can recognize
the previous hop of packets with ‘in-port’ field which
is the port the packet came from. Therefore, we can
use the source MAC field to contain TID. At the point

where the destination information is needed in the for-
warding path, this field needs to be matched. At the
destination, the source MAC address is restored in the
egress switch by the flow rule installed from network
hypervisor. With this design, AggFlow supports both
Layer 2 and Layer 3 address virtualization.

3.3 Hop-by-hop forwarder with flow rule
aggregation

For the minimum number of flow rules in physical
switches, we present a Hop-by-hop forwarder design.
A key idea is to modify flow rules created by the ten-
ant controller into flow rules that match only MAC ad-
dresses and in-port. With the modified flow rules, hop-
by-hop forwarding is done. However, there is some cases
in which the final destination should be identified. At
the edge switches, IP addresses are needed for deliver-
ing packets to the end. Also, at the core switches, flows
from the same previous hop can be forwarded to dif-
ferent ports according to the location of end hosts. To
distinguish the flows, IP addresses should be matched.

First, AggFlow distinguishes the rules to be installed
in edge or core switches. In edge switches, the flow rule
that sets the TID and MAC addresses is installed. For
core switches, Hop-by-hop forwarder modifies matching
fields and actions of a rule to perform Layer 2 based for-
warding. Both cases are handled in Algorithm 1 below
(physical rule creation).

Algorithm 1 Pseudocode of creating a physical rule

1: procedure CONFIGURINGFLOWMOD
2 VRule <+ Rule from tenant controller
3: PSwitch + Switch where VRule to be installed
4: PFlowTable <+ Flow table structure of PSwitch
o: if VRule.Match.InPort is the edge port then
6 Insert set action of VRule.Actions

{set source MAC as TID}

7 end if
8: if V Rule.Actions.Output is the edge port then
9: Insert set action of VRule.Actions
{set MAC as (source’s MAC,
destination’s MAC) and IP as (source’s IP,
destination’s IP)}
10: else
11: Modify VRule.Match as
{in-port = Previous Switch,
destination MAC = PSwitch’s MAC}
12: Insert the set action into VRule.Actions
{set destination MAC as Next Switch’s
MAC}
13: end if

14: Set VRule.Actions.Output as the physical one
15: end procedure

Physical rule creation: Algorithm 1 shows the cre-
ation of the physical rule based on the virtual rule cre-
ated by the tenant.



The rules are divided into two cases: those for the
edge, and those for the core. First, in edge switches,
Hop-by-hop forwarder adds the action of setting the
source MAC address as the tenant number in the ingress
node to distinguish final destination. For the egress
node, it adds the reverse action that changes the tenant
number of the source MAC field into the virtual MAC
of a host. On the other hand, core switches change the
matching fields and values into a in-port and destina-
tion MAC address pair, which is comprised of the pre-
vious switch information as the in-port and the current
switch’s MAC as the destination MAC. It furthermore
adds an action that modifies the packet’s destination
MAC with the subsequent switch’s MAC. At the end,
it updates the port number of the output action, which
is a virtual one, into a corresponding physical one.

To minimize the number of flow entries in a physi-
cal switch, AggFlow uses aggregation. If the matching
field contains host-to-host information or virtual net-
work information, the flow rules cannot be aggregated,
as in existing IP networks. Therefore, flow rules in edge
switches cannot be aggregated. On the other hand, core
switches handling multiple virtual networks can have
duplicate flow rules. AggFlow aggregates flow rules
with same action as described in Algorithm 2 to mini-
mize the number of flow rules installed in core switches.

Algorithm 2 Pseudocode for installing a physical rule

1: procedure INSTALLINGFLOWMOD

2: VRule < Configured flow rule
3: PSwitch + Switch where VRule to be installed
4: PFlowTable < Flow table structure of PSwitch
5: if V Rule.Actions.Output is the edge port then
6: Install VRule into PSwitch
7 else
8: for PRule in PFlowTable do
9: if pRule.Match = vRule.Match then
10: if pRule.Actions = vRule.Actions
then
11: end procedure
12: else
13: Extend V Rule.Match to cover
MAC and IP address fields
14: Install VRule into PSwitch
15: Store VRule to PFlowTable
16: break loop
17: end if
18: end if
19: end for
20: end if

21: Install VRule into pSwitch
22: end procedure

Physical rule installation: Core rules that result
in the same action should be installed only once. To
that end, AggFlow maintains the installed flow rules
for each physical switches. Whenever it is requested

[
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Figure 4: Topology.

to install a rule, it checks that the same rule has been
installed, as illustrated in Algorithm 2.

First, if the rule is for edges, it is installed. Other-
wise, the system checks the rule with the same matching
field against a new rule to determine if it exists. If it
exists, the system checks if the action fields are identi-
cal. If they are identical, the system omits the rule in-
stallation to avoid redundant flow installation. Because
flow rules are installed using physical MAC address of
switches, virtual networks having the same previous and
next hop can have identical matching fields. However,
if the action is not the same in spite of the same match-
ing field, which means the flow has different end des-
tination, longer matching is needed to identify them.
Therefore, AggFlow extends the matching field to the
MAC and IP address fields and installs the rule at the
physical switch. If the rule was not previously installed,
meaning that the matches or actions were not identical,
the rule is installed. With this process, we can reduce
the control channel traffic by reducing the number of
control messages such as PacketIn and FlowMod, while
increasing the CPU usage and flow rule installation de-
lay. We evaluate the amount of overhead incurred from
AggFlow in the next Section.

4. EVALUATION

In this section, we discuss the evaluation and results
in terms of resource usage and overhead. We compare
the results against those of OVX, a representative open-
source network hypervisor that uses one-to-one map-
ping method. First, we evaluate the AggFlow resource
usage in terms of the number of flow entries in the phys-
ical network and the number of messages for the con-
trol channel for a new flow. We additionally test the
overhead in terms of processing latency of the network
hypervisor and CPU utilization. We use Mininet [6] as
an SDN network testbed. AggFlow is implemented on
OVX. An ONOS controller [2] is used as tenant con-
troller. Mininet, AggFlow and ONOS controller run on
separated machines, they are connected each other with
a 10-GbE switch. Even though OVX is used for imple-
mentation of AggFlow, AggFlow can be implemented
on other network hypervisors. Also, other SDN con-
trollers such as Floodlight, NOX, and OpenDaylight can
be used as tenant controller.

For topology, we evaluate AggFlow in linear and tree
topologies, as shown in Figure 4. The linear topology
consisted of five switches and four hosts at each end.
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The tree topology has a depth of three, and each edge
node has two hosts. For both topologies, we create one
virtual network. Its topology is the same as that of the
physical network. Traffic is generated using pings, and
each host creates ping traffic to all the other hosts, with
a total of 56 flows.

4.1 Resource Efficiency

For resource usage, we evaluate the number of flow
entries in a physical switch that shows the aggregation
power of AggFlow. We additionally measure the net-
work bandwidth for FlowMod messages to show the
control channel usage.

TCAM usage: We show the results of switch re-
source usage in Figure 5. Compared to OVX, in the
core, the number of switch flow entries dramatically de-
creases (up to 16 times) because flow entries are aggre-
gated by hop-by-hop forwarding. However, the number
of edge switch rules does not decrease because the edge
switches should perform the actions of setting and re-
covering the physical and virtual addresses. Namely,
AggFlow does more flow aggregation in core switches
than edge switches.

Control channel usage: We measure the number
of FlowMod messages generated for all-pair ping traf-
fic. OVX creates 139 messages in a linear topology and
210 messages in a tree topology. AggFlow creates 94
and 178 messages, respectively, which is 32% and 15%
lower than OVX. We also measure the average network
bandwidth used for the FlowMod messages. In the lin-
ear topology, OVX and AggFlow show 11,380 bytes per
second (BPS) and 5,535 BPS, respectively. For the tree
topology, each shows 12,660 BPS and 8,981 BPS. That
is, AggFlow reduce the average network bandwidth by
51% and 29% for each topology. The decreased usage
of the control channel is due to the flow rule aggrega-
tion and redundancy checking in the network hypervi-
sor. This improves the scalability of the control range
of the physical network, although the additional process
adds some overhead to the control plane.

4.2 Overhead

To evaluate the overhead incurred by AggFlow, we
compare AggFlow with OVX that only changes address
fields. AggFlow reconfigures the entire matching and

Table 1: Delay for translating FlowMod messages (ms).

Topology OovVX AggFlow | Increased delay
Linear 4.633 4.728 0.095
Tree 4.679 4.780 0.101
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Figure 6: CPU utilization of the network hypervisor.

action fields to aggregate flow entries. First, we measure
the delay and CPU utilization for configuring the flow
rules in the network hypervisor. Next, we describe the
packet processing delay in the switch, which shows the
virtualization overhead of the control plane.

Control plane delay: Table 1 shows the average
delay for translating a flow rule from the tenant. Com-
pared to one-to-one mapping, AggFlow incurs an ad-
ditional delay for checking the redundant flow rules.
However, the increased delay is 0.095 ms and 0.101ms
for the linear and tree topologies, respectively. These
results are 2.05% and 2.16% of the one-to-one mapping
address translating delay, which is not significant.

CPU usage: Figure 6 shows the CPU utilization
of the network hypervisor for a period of processing
FlowMod messages. On average, one-to-one mapping
and AggFlow show 31.33% and 31.495%, respectively,
of CPU utilization in the tree topology. In the linear
topology, they show 27.27% and 27.61%, respectively.
Therefore, AggFlow uses almost the same CPU time.

Packet processing delay in data plane: To ob-
serve the packet processing delay for AggFlow in physi-
cal switches, we compare the UDP throughput between
the end hosts of AggFlow in physical switches with those
of OVX using Iperf [11] in the tree topology. Each
method shows identical throughput of 1.048 Mbits/sec,
which means that the two methods have identical ef-
fects for long-time traffic. Then, to measure the effect
on each packet, we measure the average round trip time
(RTT) for each iteration of ping traffic.

Figure 7 shows the results of the two methods for the
tree topology, and we perform the experiment on two
cases. The first case is “with a pre-rule,” whereby the
flow traversing the same path of the experiment traffic
already flowed. It means that the rules for the path
already exist. In the second case, “without a pre-rule,”
no rule exists. For the latter case, both methods show
almost the same RTT for each ping iteration, which
means they incur the same per-flow processing overhead
in the data plane. However, for the former case, the
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two methods work differently at the beginning phase.
AggFlow shows a lower RTT in the beginning period
because flows traversing the same path of existing flow
can be forwarded by the already installed rules, rather
than requiring new rules.

5. CONCLUSION

SDN-based network virtualization enables dynamic
virtual network configuration, which is a significant ad-
vance for cloud centers. However, existing methods
have limitations in supporting high scalability and effi-
cient resource management. In this paper, we therefore
propose an address virtualization technique, AggFlow,
to reduce the required TCAM entries in the physical
switches and also the required messages for the control
channel. In the meantime, it supports high scalability
of the address space. To achieve our AggFlow design
goals, we introduce two techniques: mapping-less ad-
dress virtualization and hop-by-hop forwarding. Our
evaluation results show that AggFlow reduces the flow
entries installed in the core network and the traffic for
installing the flow rules. Overhead for AggFlow is very
small in terms of the delay, CPU usage, and packet
throughput. Moreover, AggFlow achieves a fast RTT
at the beginning phase of the flow transmission.

In future work, we plan to individually support qual-
ity of service (QoS) or service-level agreements in virtual
networks. We will extend AggFlow into a flow virtual-
ization framework that dynamically maps physical flows
and virtual flows, depending on the QoS requests and
requirements of the virtual flow processing.
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